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Configuring SSH Remote Access on Ubuntu Server

Objective

Set up an Ubuntu Server with SSH (Secure Shell) remote access and connect to it from a host desktop machine
using Bridged Network mode.

Operating System Installation
Install Ubuntu Server
1. Start the VM and boot from the Ubuntu Server I1SO
2. Follow the installation wizard:
o Profile setup: Create a user account (e.g., server / server123)
o Install OpenSSH server: Check this option (Important!)
o Selected software: None (Standard Ubuntu Server)
3. Wait for installation to complete and reboot
Network Configuration
Configure Network Mode
For VirtualBox:
1. Power off the VM (if running)
2. Go to Settings — Network
3. Adapter 1: Enable Network Adapter
4. Attached to: Select Bridged Adapter
5. Name: Select your host's physical network adapter (Wi-Fi/Ethernet)
6. Click OK
For VMware:
1. Power off the VM
2. Go to VM Settings — Network Adapter

3. Select Bridged mode



4, Click OK
Install/Verify SSH Server

Server: Install SSH on the server (if not already installed):
* sudo systemctl status ssh — for checking the SSH status.
* sudo apt update — updating the your server.
* sudo apt install openssh-server -y —installing the SHH.
* sudo systemctl enable ssh — enabling the SSH to your unit. (SERVER/DESKTOP)
* sudo systemctlstartssh — starting the SHH to your unit. (SERVER/DESKTOP)

Bridged makes the server behave like a separate PC in your LAN.
1. Find the Server’s IP
Inside the VM, run:
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From the desktop, connect to the server: ssh username@192.168.1.120
2. Connect from Desktop

From your host desktop:



i ~% S50 Z fergls2. 168.1.14
Servergly2.168.1.14 s pass

Welcome to Ubuntu 24.84.1 LTS (GNU/Linux &6.8.8-T9-generic x86

Svstem information as of Mon Sep 8 11:24:38 PM UTC 2025

.168.1.14
4451 : bEE;

Expanded Security Maintenance for Applications is not enabled.

1ately
n: apt list

ve additional future security updates

run: sudo pro status

from 192.168.1.4

Submission Requirements
1. Screenshots (labeled clearly):
* VM network settings showing Bridged Adapter
* Server IP address (output of ip a or hostname -I)
* SSH service status (sudo systemctl status ssh)
* Successful SSH connection from host
* Verification commands executed inside VM

2. Submission Format:
* Single PDF file
¢ Include name, student ID, and date
* All screenshots with brief explanation
* Upload to your portfolio website.
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1 OBJECTIVES (5 POINTS)

Check all that apply:

v [ Create and configure a Virtual Machine with Ubuntu Server
v O Configure Bridged Network Adapter for network access

v [ Determine and verify the server's IP address

v [ Install OpenSSH Server and enable the service

v [ Establish successful SSH connection from host machine

v [ Execute verification commands to confirm remote access

2 HARDWARE & SOFTWARE REQUIREMENTS (5 POINTS)

Item Specification
Host Operating System Ubuntu Server OS
Virtualization Software Oracle VM Virtualbox

(VirtualBox/VMware)

Ubuntu Server Version ubuntu-26.04-live-server-amd64
VM Name UBUNTU-SERVER

RAM Allocated 8 GB (8192 MB)

Storage Allocated 100 GB

Network Mode Bridged Adapter

SSH Client Used OpenSSH

3 VM CONFIGURATION

Setting Value
VM Name UBUNTU-SERVER
OS Type Ubuntu (64-bit)

Memory 8192 MB




Hard Disk 100 GB
Network Adapter Bridged

4. NETWORK CONFIGURATION

Commands Executed:

Server IP Address: 192.168.137.57

Network Interface: Physical

5. REMOTE CONNECTION

Connection Details:
Parameter Value
Server IP 192.168.137.57
Username liz
SSH Port 22

Screenshots:

VM network settings showing Bridged Adapter
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Server IP address (output of ip a or hostname -I)

:~5 ip a

<LOOPBACK ,UP,LOWER_UP> mtu 65536 gdisc noqueue state UMKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo

valid _1ft forever preferred 1ft forever
ineté ::1/128 scope host noprefixroute

valid_Llft forever preferred 1ft forever

<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state group default glen 10088

link/ether ©8:00:27:f2:98:16 brd ff:ff:ff:ff:ff:ff
altname enx@80027f29816
inet f24 brd scope global dynamic enp@s3

valid 1ft 603782sec preferred 1ft 452582sec
inets feg0::ap@:27ff:fef2:9816/64 scope link proto kernel 11

valid Lft forever preferred 1ft forever

SSH service status (sudo systemctl status ssh)

Successful SSH connection from host/Verification commands executed inside VM



ssh liz@l .137.
The authenticity of host '192.168.137.57 : established.
ED25519 kpu Fingprprinf 1s: SHA256:Mh2 dZbFiNsngoWy

Are ynu sure ynu want to LUntanE connecting (yes/nof[fingerprint])? yes
Warning: Permanently added '192.168.137.57' (ED25519) to the list of known hosts.
11z@192.168.137.57's password:

Welcome to Ubuntu 26.04 LTS (GNU/Linux 7.0.0-30-generic x86 64)

* Documentation: https://docs.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https:/fubuntu.com/pro

System information as of Thu Sep 3 04:43:54 AM UTC 2026

System load: 0.082 Processes:

Usage of [:  15. 47 Users logged in:

Memory usage: 3% IPv4 address for enp@s3: 1
Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.

55 updates can be applied immediately.

To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Step-by-step Screenshot:

Step 1: Open Oracle VM Virtualbox
Step 2: Click “New”
Step 3: Enter VM name and click the dropdown of the ISO Image and choose the one named

“« . ”
ubuntu-26.04-live-server-amdé64
¥
Virtual machine Name and Operating System
Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used
to install the guest operating system.

Name: UBUNTU-SERVER 24

Folder: C:\Jsers\COLLEGE STUDENT.DESKTOR-772G 1E]WirtualBox VMs e

150 Image: [] C:\Jsers\COLLEGE STUDEN. ..KTOP-7726 1E)\Downloads ubuntu-26,04ive-server-amdsaiso

Linux

[ skip Unattended Installation

(3) Detected 05 type: Ubuntu (54-bit), This OS type can be installed unattendedly. The install will
start after this wizard is dosed.

Help Expert Mode Back Next Cancel



Step 4: Create username and password

V¥ Create Virtual Machine

Unattended Guest 0S Install Setup

You can configure the unattended guest OS install by modifying username, password, and hostname.
Additionally you can enable guest additions install. For Microsoft Windows guests it is possible to
provide a product key.

Username and Password Additional Options
Product Key: ##:
Username:  ubuntuserver C?
FOSIEmE: - UBUNTU-SERVER C?
Password: c] —_—
Domain Name: - o est. virtualbox.org
Repeat Password: ssssssss &
[ Installin Background
[ Guest Additions

Guest Additions 150:  [2] C:\Program Files\Orade\VirtualBox\VBoxGuestAdditions.iso

e pock Concel

Step 5: Allocate 8192MB Ram and 4 CPU cores
]

X

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFT is also possible.

Base Memory: [ ] 8192M8 =
[

4MB

Processors: [ ) 4
I ! ! ' !

1crU
(] Enable EFI {special OSes only)

Help Back Next Cancel

Step 6: Create 100GB Virtual Hard Disk Now

V¥ Create Virtual Machine

Virtual Hard disk
1F you wish you can add a virtual hard disk 1o the new machine. You can either create = new hard disk
fle or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

© Create a virtual Hard Disk Now

Disk Size: : '

100 GB
T
4.00 MB
[ Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File
akosialfred. vdi (Mormal, 25.00 GB)

() Do Not Add a Virtual Hard Disk

Help

Back Cancel

Step 7: Finish create




¥ Create Virtual Machine ? *

Summary

The following table summarizes the configuration you have chosen for the new virtual machine. When
you are happy with the configuration press Finish to create the virtual machine. Alternatively you can
go back and modify the configuration.

%?5’ Machine Name and 0S Type
Machine Name: UBUNTU-SERVER
Machine Folder C:/Users/COLLEGE STUDENT . DESKTOP-772G 1E]/Downloads/UBUNTU-5
150 Image C: [Users/COLLEGE STUDENT, DESKTOP-772G 1E1/Downloads ubuntu-26
Guest 05 Type Ubuntu (64-bit)
Skip Unattended Instal false
E Unattended Install
Username ubuntuserver
Product Key false
Hostname Domain Name UBUNTU-SERVER. myguest. virtualbox.org
Install in Background false
Install Guest Additions false
{:} Hardware
e b ina

e i e

Step 8: Wait for it to load. Once done, this will show (see image below). Select your language

1]

Hillkommen! Blenvent Aofipo noxanosats ! Helkom! [ Help ]

Use UP, DOWN and ENTER k your 1

0600 8821 5048 R Wi oot

Step 9: Continue without updating

[}

Installer update available [ Help ]

If you

ate to the new in:
without updat

Step 10: Configure your keyboard
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Step 11: Choose “Ubuntu Server”
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Step 12: Click done

]
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Ik to othe;

[ Dore.
[ Bac

B S EEUG Rt

Step 13: Click done
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Step 15: Click done



Guided storage configuration [ Help ]

Configure a guided stor custon one

100.0006 ¥
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Encrypt the LVM group with LUKS

Custom stora
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[ Help ]
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[ Done
[ Reset

Step 17: Click Continue

Storage configuration [ telp ]

[ continue

QOLFo Bl UG @Ryt

Step 18: Configure profile. Enter name, servers name, username, and password



Profile configuration [ Help 1

Enter the user d passuord you will us in to the system. You can conflgure
passuord i

[ Done
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i

Step 19: Click continue
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[ Import SSH key » ]
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Step 21: Click done
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Step 24: Wait to finish rebooting
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Step 25: Login your profile account
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Step 27: Type “sudo apt update”
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Step 30: Type “sudo systemctl start ssh”
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Step 31: Go back to Oracle VM Virtualbox. Click “UBUNTU-SERVER”

Step 32: Click Settings then Network

Step 33: Check enable network adapter. Change attached to to bridged adapter and name to realtek PCle GbE
Family Controller

General Network

System Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Metwork Adapter

D EECSZ

Display

Attached to:  Bridged Adapter ~
Storage

Name: Realtek PCIe GbE Family Controller ~
Audio

b Advanced
Metwork:
Serial Ports
UsB

Shared Folders

User Interface

Dj
]
£
o
&
o

OK Cancel Help



Step 34: Type “ip a”

P

pt List --upgradable

ditional futur
mor run: sudo pro s

mtu 65536 qdisc nodueue state oup d
66:00:00:00:00:00 brd 00:
host lo

4 forever
opref Lxraute
ot

UP, L0 up default glen 1000
16 brd f: foEF 6

pe 2lobal dynan

e link proto kernel_l

Lipvall’ from

500 adisc pfifo_fast st
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Step 35: Open your VM and go to terminal
Step 36: Type “ssh (your username)@(your ip address) (ex. Ssh liz@192.168.137.57)

liz@liz-VirtualBox: ~

156 port nnection tined out

ntu 65536 qdisc noqueue state UNKNOWN group defaul
en 1000
Tink/loopback 00:00:60:00:00:66 brd 00:69:60:00:00:60
inet /8 scope host lo
valid_lft forever preferred 1ft forever

inets scope host nopi

B ’
altname enx08002;
/2 lobal dynanic noprefixroute enpos:

e

/64 scope Link nopr
preferred_Lft for
1izg172.16.0.156
h lize172.16
254.162.141]

BOR@o BEYG@Rroct

ettings

Network
20 ualBox: ~— ssh liz@192.168.137.57
Bluetooth
alid_Lft forever preferred_Lft forever
<BR T, HULTI LOWER_UP> ntu 1500 qdisc fq_c
Displays ault qlen 1000

i in scope global dynanic noprefixroute enpos

et
valid_lft 86

red_LFt 7558
Power inets :dcfb:f 7bJ64 scope link noprefixroute
valid_Lft forever preferred_Lft forever
<BROADCAST  HULTICAST P, LOWER_UP> mtu 1560 qdisc fa_cor
oup default qlen 1000
i ther o brd ff

Multitasking

Appearance
<]

Ubuntu De:

s 254.162.141 port achable
1% ssh 112192.168.137.
Notification: ticity of host '192.166.137.57 (192.168.137.57)' can't be established.
fingerprint is: SHA256:Mh2TBZKGFVOTILNGGUL{5bOT3USUFrdZbFiNSNGOHY
S is not known by any other nanes.
sure you want to nue connecting (: [fingerprint])? [

Sharing




Step 38: And you’re done!

Sep3 1

liz@server123: ~ — ssh liz@192.168.137.57

group d n 1000

t /24 brd scope global dynamic noprefixroute enposs
valid_lft 604796s:
$

connect to host 169.254.16 22: Network is unreachable
s 137.57

ty 192.1 57 (192.1 7)" can't be established
gerprint is: SHA256:Mh2TBZKGFVO7ILM6GULi5Tbo13USUFrdZbFiNsNqeHY
known by any oth
ou sure you want to con fingerprint
g: Permanently added '192.168.137. 25519) to the list of
137.57's password
Ubuntu 26.04 LTS (GNU/Linux 7.6.0-30-generic x86_64)

* Docunenta

3 94:43:54 AN UTC 2026
Pr
Users logged in

Ipv4 address for enp

Expanded Security Maintenance for Applications is not enabled

updates can be applied inmediat
0 see these additional updates run:

apt list --upgradable

additional future security update:
on/esn or run: sudo pro status
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